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Activities Since 9/05 TGDC Meeting

» October 2005: NIST Threat Analysis for Voting Systems
Workshop

» November 2005: VVSG 2007 Timeline approved by EAC

= November/December 2005: Assisted EAC In VVSG
Comments Resolution

» December 2005: Final VVSG adopted Dec 13, 2005

= Jan/Feb/March 2006: Continued VVSG 2007 research and
development
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Threat Analysis Workshop

= Held October 2005, NIST

= (Goal was to arrive at general agreement on drivers for
security requirements

= Most major players from academia and election community
= All threats and analysis were public

= General agreement that the workshop was effective at
focusing work on specific threats (as opposed to
speculation)

= Draft workshop report available at http://vote.nist.qgov
= More extensive analysis underway
= Follow-on Workshop planned for June 2006 3
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VVSG 2005 Comments Resolution

= EAC asked NIST for assistance
= Significant 45 day effort, led by EAC

= NIST analyzed comments and provided
iInput, EAC made final determinations

= Many comments deemed “carry-over’ to
be addressed in 2007 version



Improving U.S. Voting Systems NIST

- NIST activities supporting the Help America Vote Act

Mational Institute of
Standards ond Technelogy

VVSG 2007 Timeline

= Completion date is July 2007
= |ssues with module swapping

Multiple public reviews

Requirements may/will change based on interrelationships with other
requirements

Would complicate certification timeline
Confusion from vendors and election officials

Consensus is to make completed modules available, but not have them
“swapped” into VVSG 2005

=  Two ways to promulgate modules

TGDC Plenary meeting prior to each module completion date

No TGDC meetings prior to completion date but sub-group
review/endorsement

« TGDC Plenaries December 2006, April? and July, 2007

= FYO07 funding to include development of test suites for requirements
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NVLAP Accreditations

= Five Labs requested accreditation

= Three potential test labs scheduled for pre-
assessments starting in April
= Three day on-site Visits
= NVLAP requests EAC, other NIST involvement

= Two more labs in queue for next round of pre-
assessments
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Outreach Efforts

= NIST reaching out to vendors, election
community for input and data
= |TAA-sponsored vendor teleconferences

= Q&As with election community on accuracy and
security issues

= Presentations/talks at NASS, NASED, The Election
Center, State governments, IACREOT

= Coordination with NSF-funded ACCURATE group
= More workshops planned (e.g., threat analysis)
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New TGDC Working Pages

= Designed to work more effectively with
subcommittees and TGDC as a whole

= Material, iIssues, meeting agendas easily
accessed from the web

= Effort has been made to have material
avallable to TGDC well before meetings



%3 VV5G 2007 Project Page - Mozilla Firefox

File Edit Wiew Go  Bookmarks Tools Help

<Z| - E:} - |§] __ | @ m http:,l',l'vote.nist.gov{'lﬂ:ll'_wsgtl?.html V_: @ Go ._@,

|| Macintash WWSG 2007 Projeckt Page  #-! Index of fwotefvote_u... S Web Site Login 4-t CCS0 Phonebook - Se... 4 Weather Underground. .. @ Language Tools | | Definition of rein - Mer...

VVSG 2007 Project
Home Page for VWSG Modules and Information

This site contains working files for the WVSG 2007 project. Its purpose is to provide an organized repository of project materials
and Y536 modules under development for use by NIST voting team members and TGDC subcommittee members,

This site contains links to various project introductory YWWSG material. Links to other WWSG material under development are
contained on the TGDC subcommittes pages.

Back to main TGDC page

Back to vote. nist.gov

Upcoming Meetings and Deadlines:

+« March 29 - TGDC Plenary, Gaithersburg MG Meeting Materials

Links to TGDC Subcommittee and Related Pages:

Core Reguirements and Testing
Huran Factors and Privacy
Security and Transparency
MNYLAP and Voting

MNIST Yoting Tearm wilki

* b b

Current Document Drafts:

Scroll down to access superseded versions,

Document Revision Date |Status and Open Issues

VW SG 2007 Outline 20060201 Waord file contains tracked changes from 200601 30,
(WWord) (PDE)

Format and structure rules for the WWSGE 2007 20060214

List of Carry Over Comments from ¥WSG 2005 20060321

List of Modules and Timeline for Delivery to EAC Moy, 2005 This is to be revised.
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VVSG July 2007 Project
Core Requirements and Testing Subcommittee (CRT)

This site contains working files for the CRT. It contains upcoming telecon information and docurments for review, as well as links to other related
material. All previous telecon meeting minutes are found here,

Links to Other Subcommittee Pages:
+ Human Factors and Privacy

+ Security and Transparency
+ Main Project Page

Upcoming Meetings and Deadlines:
Each meeting is at 10:00 a.m. EST.
+ Thursday, March 23 - agenda
+ Thursday, March 9 - agenda
+ Thursday, February 23 - agenda
+ Thursday, February 2 - agenda
Current Document Drafts:

Scroll down to access superseded versions.

Document Revision Date Status and Open Issues

Introduction to CRT TGD(C March 2006 Material 20060324

DWE-WorkingDraft-20060317 . . ! .
(Web) (Word) (PDE) (OpenDocument) 20060317 Different sections at different levels of maturity.

CE\}/{\ICeebrE)t(:W%SQ)FCégBIEgC(%Bls#égcument) 20060317 This will be presented at the March meeting.

Excerpt: Casting, Counting, and Reporting reguirements ; . ,
(Meab) Ciford) (EBE) (OpenDosiient) 20060317 This will be presented at the March meeting.

General performance and workmanship requirements . ) )
CWeb) (Word) (PDE) 20060317 This will be presented at the March meeting.

Related White Papers and Other Documents:
« YYSG'05 snapshots =
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General Comments

= The VVSG 2007 Iis a major undertaking

= NIST is attempting to
= Make the VVSG specific, unambiguous, and testable

= Make it understandable to many audiences - testers,
vendors, election officials, public

= Reexamine all previous versions of standards

= Coordinate with vendors, test labs

= Perform research, work with other researchers

= Work with TGDC, other standards bodies, the public
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Growing Complexity

= Material in the VVSG may tend to be hard to
understand for certain audiences

= NIST must communicate its work effectively

= |ntroductory volume will focus on making the material
understandable to a broad range of audiences

= Subsequent drafts will be in a new format and
consistently structured

= Future 2-day TGDC meetings could include overview
session on 1st day
12
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Today’s Presentations

= [ncluding “Supplemental Guidance” in VVSG
= Human Factors and Privacy
=  White papers discussion
= Current research discussion
= Core Requirements and Testing
= Cast, Count and Report requirements
= Conformance Clause and Classes
= Performance/Workmanship, Electrical/RF, and QA/Configuration Management
= Security
= Core Cryptographic and Access Control requirements
= Open Ended Testing white paper
= VVPAT Update
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